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• Consistent errors found in known tools. 

• Installable on Android devices.



https://zimperium.com/blog/over-3000-android-malware-samples-using-multiple-techniques-to-bypass-detection

https://zimperium.com/blog/over-3000-android-malware-samples-using-multiple-techniques-to-bypass-detection




Is this something new?

*https://www.virusbulletin.com/uploads/pdf/conference/vb2014/VB2014-Panakkal.pdf

Research Paper of Gregory R. Panakkal:
Leaving our zip undone:how to abuse zip to deliver malware apps*

https://www.virusbulletin.com/uploads/pdf/conference/vb2014/VB2014-Panakkal.pdf


1. Tampered compression methods

2. Zipentry with empty filename

3. Spoofing the Type Identifier

4. Tampered stringCount value

5. Strings surpassing maximum length

6. Invalid data between elements

7. Unexpected attribute size

8. Unexpected attribute names or values

9. Zero size header for namespace end nodes

AXML



Tampered compression methods & Zipentry with empty filename

Central Directory

Local Header



Tampered compression methods & Zipentry with empty filename



Tampered compression methods & Zipentry with empty filename



Tampered compression methods & Zipentry with empty filename

Central Directory

Local Header



Spoofing the Type Identifier & Tampered ‘stringCount’ value



Strings surpassing maximum length



Invalid data between elements



Unexpected attribute size & Unexpected attribute names or values



Zero size header for namespace end nodes



We saw the  9  d i f ferent  tamper ing  methods .

W e  s a w  t h e  c h a l l e n g e s  t h a t  s t a t i c  a n a l y s i s  t o o l s  f a c e .

What  now?



C L I  &  L I B R A R Y

A P A C H E  2 . 0  L I C E N S E

A V A I L A B L E  O N  P Y P I

N O  D E P E N D E N C I E S



Buganizer

10.000



June 2023

• Joesandbox post

August 2023

• Initial research

September 2023

• First release 
apkInspector

May 2024

• Reported to 
Google

May 2024

• Google 
acknowledged it

August 2024

• Presented @ 
Defcon

February 2025

• EFF Donation

Today

• BSides



*Data based on filtered APK sample reports from Tria.ge

Timeframe: Jan 2023 till May 2025
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•

•



https://www.linkedin.com/in/anon/

https://github.com/erev0s

h t t p s : / / e r e v 0 s . c o m

https://www.linkedin.com/in/anon/
https://www.linkedin.com/in/anon/
https://erev0s.com/
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