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hOW IT STARTED

What is the best way to bypass analysis on

Checkout the local and central Zipfile header of APK
2f371969faf2dc239206e81d00c579ff and tell us what you see. We
tested various tools and they all failed.
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 (Consistent errors found in known tools.

« Installable on Android devices.

I: Using Apktool 2.7.8 on a.apk
Exception in thread "main”™ brut.androlib.AndrolibException: brut.directory.DirectoryException: java.util.zip.ZipExcepti
n: invalid CEN header (bad compression method)
at brut.androlib.ApkDecoder.hasResources{ApkDecoder. java:294)
at brut.androlib.ApkDecoder.decode{ApkDecoder. java:96)
at brut.apktool.Main.cmdDecode({Main. java:175)
at brut.apktool.Main.main{Main.java:79)
Caused by: brut.directory.DirectoryException: java.util.zip.ZipException: invalid CEN header (bad compression method)
at brut.directory.ZipRODirectory.<init>(ZipRODirectory.java:55)
at brut.directory.ZipRODirectory.<init>{ZipRODirectory.java:38)
at brut.directory.ExtFile.getDirectory(ExtFile. java:49)
at brut.androlib.ApkDecoder.hasResources(ApkDecoder. java:292)
... 3 more
Caused by: java.util.zip.ZipException: invalid CEN header (bad compression method)
at java.util.zip.ZipFile.open{Native Method)
at java.util.zip.ZipFile.<init>(Unknown Source)
at java.util.zip.ZipFile.<init>(Unknown Source)
at java.util.zip.ZipFile.<init>(Unknown Source)
at brut.directory.ZipRODirectory.<init>{ZipRODirectory.java:53)
6 more
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KNOWN?

ZlMPERIUM . Mobile Applications ~  Mobile Devices v Solutions~  Company ~ Q

Unsupported Compression
Methods Enable Android Malware
to Bypass Detection

Fernando Ortega

in|

https://zimperium.com/blog/over-3000-android-malware-samples-using-multiple-techniques-to-bypass-detection



https://zimperium.com/blog/over-3000-android-malware-samples-using-multiple-techniques-to-bypass-detection
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DEFINE ThE PROBLEM

Is this something new?

Research Paper of Gregory R. Panakkal:
Leaving our zip undone:how to abuse zip to deliver malware apps*

ABSTRACT

2013 saw multiple high-profile vulnerabilities for Android, with
the ‘Master Key’ Cryptographic Signature Verification Bypass
vulnerability topping the charts. Several specially crafted
malicious APKs exploiting this vulnerability appeared after
proof-of-concepts (PoCs) were created by its initial discoverers.
It was the difference in the two ZIP archive-handling
implementations used by Android — one to validate the APK
(using Java), and other to extract the contents of the APK (using
C) — that led to this vulnerability.

*https://www.virusbulletin.com/uploads/pdf/conference/vb2014/VB2014-Panakkal.pdf



https://www.virusbulletin.com/uploads/pdf/conference/vb2014/VB2014-Panakkal.pdf
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1. Tampered compression methods
2. Lipentry with empty filename

3. Spoofing the Type ldentifier

4. Tampered stringCount value

9. Strings surpassing maximum length
6.Invalid data between elements

1. Unexpected attribute size

8. Unexpected attribute names or values

9. Zero size header for namespace end nodes
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Tampered compression methods & Zipentry with empty filename

0x0 0x1 :ID:-:E:[h-:B:D:-:4:D:-:E:U:-:E:El:-:?:D:-:B:D:-:Q:Uxa:ﬂxh:ﬂxc:ﬂxd:ﬂxe: Oxt :

0x0000 Sign'ature Version Vers. needed FIEigS Enmpﬁessinn Mod:time Mod:date

Ox0010 Cn::é—SE ':;'EII'I'IFIFE-SEEE:d sizie Urfammpr&fssad sifze File nafme len | Extra fﬁeH len

Ox0020 [Fie E:EII'I'II'I'I len| Dusk i:}‘start Internial attr. E:-:terrrial attr. leféjetc:f bi::al heai:ler

Central Directory

Ox0030 Fi|§E nameél:variahélej

0x0040 E:li.'tra fielci (varial:ile

Ox0050 File ;::ﬂmmei'lt ivari;ﬁ;hlej

0x0 0x1 :0:-:2:01{3:01{4:ﬂxﬁ:Oxﬁ:ﬂx?:ﬂxﬂ:ﬂxQ:Oxa:ﬂxb:ﬂxc:ﬂxd:ﬂxe: Oxf :

Ox0000 Sign'ature Version FIEigS EnmpEESSinn Mod:time Mode date Cres32

Local Header > Ox0010 En::é—SE ljnmpresfsed 5iz§e Urfammpr&fﬁed Ei;EE: File nafme len | Extra féeH len

0x0020 File |%|E|n'|e iﬁ.%ariahleizzizej

0x0030 E:-:tr?;u field qu.aiariahlef;:izej
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Tampered compression methods & Zipentry with empty filename

|
Hif (entry.method == COMPRESSED) {

// Handle compressed file
map = createMap(...);
asset = decompress (map);
return asset;

} else {
// Handle uncompressed file
map = createMap(...);

asset = useDirectly(map) ;
return asset;

-1
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Tampered compression methods & Zipentry with empty filename

[ Androld APl <= 27 ] [ Androld APl >= 28 ]

FAILURE )

—p  Common ZIP tools/libraries  «—

Add manifest as
DEFLATED

Add manifest as
STORED

'

Compression
method=0o0r 8

Compression
method = 0 or 8

SUCCESS

|—> Android System i—‘
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Tampered compression methods & Zipentry with empty filename

0x0 0x1 :ID:-:E:[h-:B:D:-:4:D:-:E:U:-:E:El:-:?:D:-:B:D:-:Q:Uxa:ﬂxh:ﬂxc:ﬂxd:ﬂxe: Oxt :

0x0000 Sign'ature Version Vers. needed FIEigS Enmpﬁessinn Mod:time Mod:date

Ox0010 Cn::é—SE ':;'EII'I'IFIFE-SEEE:d sizie Urfammpr&fssad sifze File nafme len | Extra fﬁeH len

Ox0020 [Fie E:EII'I'II'I'I len| Dusk i:}‘start Internial attr. E:-:terrrial attr. leféjetc:f bi::al heai:ler

Central Directory

Ox0030 Fi|§E nameél:variahélej

0x0040 E:li.'tra fielci (varial:ile

Ox0050 File ;::ﬂmmei'lt ivari;ﬁ;hlej

0x0 0x1 :0:-:2:01{3:01{4:ﬂxﬁ:Oxﬁ:ﬂx?:ﬂxﬂ:ﬂxQ:Oxa:ﬂxb:ﬂxc:ﬂxd:ﬂxe: Oxf :

Ox0000 Sign'ature Version FIEigS EnmpEESSinn Mod:time Mode date Cres32

Local Header > Ox0010 En::é—SE ljnmpresfsed 5iz§e Urfammpr&fﬁed Ei;EE: File nafme len | Extra féeH len

0x0020 File |%|E|n'|e iﬁ.%ariahleizzizej

0x0030 E:-:tr?;u field qu.aiariahlef;:izej
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Spoofing the Type ldentifier & Tampered ‘stringGount’ value

header
type RES_XML_TYPE (3)
headerSize 8
size 2876
strPool
header
header
stringCount 60
styleCount 0
flags 0
stringsStart 268

stylesStart
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Strings surpassing maximum length

* Strings in UTF-16 format have length indicated by a length encoded in the
* stored data. It is either 1 or 2 characters of length data. This allows a
* maximum length of @x7FFFFFF (2147483647 bytes), but if you're storing that

* much data in a string, you're abusing them.

* If the high bit is set, then there are two characters or 4 bytes of length

* data encoded. In that case, drop the high bit of the first character and

* add it together with the next character.

*f

static inline base::expected<size_t, I0OError> decodelength(incfs: :map_ptr<uintlé_t>* str)

if (UNLIKELY(!#*str)) {

https://android.googlesource.com/platform/frameworks/base/+/refs/heads/android14-
release/libs/androidfw/ResourceTypes.cpp
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Invalid data between elements

Element

Element

Element

Element

Element

Element
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Unexpected attribute size & Unexpected attribute names or values

A0

namespace Extended XML tree node for start tags
name
starting byte
size
count
ID index 2 2 2
Class index
Style index
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Lero size header for namespace end nodes

type header size

total size

Other Chunks

Other Chunks
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We saw the 9 different tampering methods.

We saw the challenges that static analysis tools face.

What now?
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AVAILABLE ON PYPI

apkinspector

»E CLI & LIBRARY
cC_ )

H erev0s / apkinspector Public

¢> Code () Issues 1 Il Pull requests ® Actions B Projects (0] Security  |* Insights

Pulse Dependency graph

Contributors

/APACH E A P A c H E 2 . 0 I. I c E N S E Communty Standards Dependencies  Dependents

Commits Repositories that depend on apkinspector

Code frequency
[2] 84 Repositories ) 4 Packages (i)

Dependency graph
Network RanaYousry-23 / Apk-Analyzer-API
Forks
\‘ 9 krnick / e2hunt
-
-
‘\ Nﬂ DEPENDENCIES ™ SQUARE-RG / hacmony

ashvp / Android-Malware-Analysis
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Google

Buganizer

ELECTRONIC
FOUNDATION
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Timeframe: Jan 2023 till May 2025

206 Daily APK Submissions vs. Obfuscated Ones (Smoothed)
—— Total APKs (30d avg)
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*Data based on filtered APK sample reports from Tria.ge
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FINAL NOTES
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FINAL NOTES

» (HARE IPEAS
* REPORT ISSVES
* MAKEIT KNOWN
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ANY QUESTIONS/
@ https://erevOs.com

Gﬂlb https://github.com/erevOs

Linked {3

https://www.linkedin.com/in/anon/



https://www.linkedin.com/in/anon/
https://www.linkedin.com/in/anon/
https://erev0s.com/
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